Photo Booth
Upload (PBU)
Media taking
software
Optional to share
media from PBU
(mimics Kiosk
functionality)

Kiosk
Guest facing media
sharing software
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@r Visit the Photo B@

Qser visits the KiosD

Facebook

Users enter the login
credentials

Call the Helper API
to authenticate user
on the facebook

Instagram

Users enter the login
credentials

Call the Helper API
to authenticate user
on the Insta

Twitter

Users enter the login
credentials

Call the Helper API
to authenticate user
on the Twitter

Users enter the Email

Address

Call the Helper API and
send the details to Helper

application

Text (SMS)

Users enter the cell #

Call the Helper API and
send the details to Helper
application

Helper
Back end "brains".
Manages syncing
with kiosk and PBU,
printing, and sharing
photos to online
services.

Use the SMTP detalils to trigger
the emails by passing user email

address as input

OR

Receives the success
response from SMTP or

SendGrid on emails

Call the SendGrid secured REST
APIs to send the emails by
passing user email address as

input

Call the Twilio secured REST

APIs to send the TEXT by

passing user cell# as input
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SendGrid

() twilio

Receives the success
response from Twilio

Data Collect option
enabled?
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Amazon RDS

SmugMug
(If enabled - all
media uploaded to
SmugMug Gallery.
No user interaction)

Call the Helper API and
send the details to Helper
application

SmugMug — <=

Media files would be

uploaded to SmugMug
gallary

SmugMug Account would be
configured /Authenticated in

event Manager

SmugMug is an online third party
photo gallery and its authentication
is setup in Event manager web
application. SmugMug has their own
security poicies for data security
that users can manage.

Unique URL

A

AWS S3bucket € )

Media files uploaded to AWS
S3 cloud are secure and

encrypted

Users can access their

meidia files over the unique
user specific URLs
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"Unique URLs" (AKA "Microsites) are
a way to upload each indvidual
guests shared to a single webiste
URL for that guest to retrieve them
(generally the URL would be
emailed or texted to the guest).

AWS S3 LA Photo Party Configuration is
included in helper application and all
the data stored in the bucket is secure.
By default, all S3 buckets are private
and can be accessed only by users who
are explicitly granted access. Amazon
S3 is secure by default.
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Return to Main screen
[No username, password, email, phone # will
stored in the LAPP database or storage]




	Photo Party LA - User Information Security Flow - DPM Edits - User Info Security Data Flow
	User Info Security Data Flow


